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Cybersecurity: A Primer
for Broadcasters
Here’s a starting point to build knowledge and
implement practical steps at your facilities
by Wayne M. Pecena
CPBE, 8-VSB, AMD, DRB, CBNE

as system flexibility, ease of
expandability and cost efficiencies. This shift has also brought
new challenges. Cybersecurity
is one of those major challenges facing the broadcast
engineer responsible for this IT
based infrastructure.
The broadcast engineering
Wayne M. Pecena
profession has always required
a diverse set of skills and practical knowledge in many
areas of technology. Cybersecurity is the latest area of
expertise and knowledge added to the broadcast engineer’s knowledge base and skill set. Cybersecurity by
formal definition is the “activity or process, ability or
capability, or state whereby information and communications systems and the information contained therein
are protected from and/or defended against damage,
unauthorized use or modification, or exploitation.”
Cybersecurity in itself is a diverse field of specialty areas,
much like broadcast engineering. I view the network as
the common platform of all IT-based systems and once
felt that a firewall was all that was needed for adequate
protection. Unfortunately, that feeling is no longer reality; unfortunately many still maintain that philosophy that
“I have a firewall and I’m good.” Adequate cybersecurity
protection today encompasses multiple layers of protection in the broadcast facility.
Some broadcast engineers are fortunate to have a corporate or university information technology (IT) department to oversee cybersecurity and all IT-related matters,
whereas other engineers have assumed the IT responsibility role within their broadcast facility or organization.
Of course those fortunate engineers often complain
about the rules, regulations and restrictions placed upon
them by those corporate or university IT departments,
especially those associated with cybersecurity in the
broadcast plant where the host is not a desktop computer. Those without that support structure and resources
are left to fend for themselves often without adequate
resources (knowledge, training, time and budget), and

Cybersecurity incidents at broadcast stations have
made the trade headlines for several years now. The
KQED-San Francisco ransomware incident in 2017 was
one of the more public events to bring awareness of
the risks that broadcast station face. Recent occurrences
at Entercom, a small NW Spanish broadcaster and the
French broadcaster M6 have occurred in the last few
months. More alarming is the number of event occurrences that take place weekly but are not made public,
affecting the smallest broadcast stations.

Unfortunately many still
maintain the philosophy
that “I have a firewall
and I’m good.”

Let’s face it, the broadcast technical plant has changed.
The traditional “baseband” signal flow through specialty or custom analog and digital hardware has become
specialty applications executed on common-of-the-shelf
(COTS) hardware of the IT industry. The broadcast facility
goes well beyond desktop administrative office computers to network host devices performing critical functions
in the broadcast signal path ranging from required Emergency Alert System (EAS) functions, to content storage,
to content processing with the signal path based upon
Internet Protocol (IP).
Thus, today the broadcast technical plant “rack room”
and systems look more like an IT data center, because it
is now a data center. This technology shift has brought
numerous advantages to the broadcast industry such
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cybersecurity becomes yet another item on the already
over-loaded “to-do” task list of the broadcast engineer.
The sometimes complexity of cybersecurity terminology, do’s and dont’s often create a sense of being overwhelmed, and inaction becomes a result of not seeing a
clear beginning point.
We trust this ebook will provide the broadcast engineer with the foundation background knowledge, understanding and practical steps to implement effective
cybersecurity in their broadcast facility whether large of
small in scope.
PRINCIPALS OF CYBERSECURITY

Like all fields of technology, cybersecurity has its own
vocabulary and terminology. In addition, cybersecurity
is based upon a framework of standards, guidelines and
best practices to manage cybersecurity risk known as
the National Institute of Standards (NIST) Cybersecurity
Framework.
Whereas the framework can be complex to fully grasp
in its entirety, it does provide practical guidelines in
which to assess risk in an organization and implement
practical cybersecurity outcomes. The Federal Communications Commission provides a detailed set of checklists
and best practices focused upon a broad spectrum of
communications providers that utilize critical infrastructure. These checklists and best practice recommendations are based upon the NIST framework. Known as the
“Cybersecurity Risk Management and Best Practices” produced by the FCC Working Group 4 (WG4) and specifically section 9.1 of this document addresses the broadcast
environment.
An understanding of cybersecurity begins with an
awareness and understanding of several principals or
concepts that guide the implementation and best practices recommendations. These principals include:

Fig. 1: The CIA Triad

may also find this principal referred to as the “AIC” triad
in order to avoid any confusion or association with the
Central Intelligence Agency. Regardless of the terminology used, the model is the foundation of infosec today.
Confidentiality is the prevention of data or information
to reach those for whom it is not intended, whether flowing through a network or stored at-rest on some form of
storage. Practical steps to provide confidentiality include
data encryption, restriction of access for a need-to-know
basis and use off-line storage.

The CIA Triad refers
not to a federal
government agency
but to the principles of
Confidentiality, Integrity
and Availability.

• The “CIA Triad”
• Concept of “Defense-in-Depth”
• Concept of “Least Privilege”
• Risk-Based Assessment
• Adopting a “Security Policy”

Integrity is the prevention of data or information to be
altered or changed as it flows through a network, as it
is processed, or as it is stored. Practical steps to provide
integrity include file access controls, data checksums,
data hash techniques and data encryption. Detection
mechanisms are an integral component of integrity to
detect that data alteration has occurred.
Availability insures that IT resources are available to
legitimate users and not available to those who are not.
Availability can be affected by catastrophic events such
as a facility fire or acts of Mother Nature such as a weath-

The CIA Triad is the principal concept of information
security or “infosec.” Whereas the acronym suggests
association with a federal government agency, the acronym is derived from the principles of Confidentiality,
Integrity and Availability. The concept can be traced
to early warlords as far back as Julius Caesar and later
applied to create a security model.
Some 20 years ago the CIA Triad was quoted as the
“legacy CIA Triad.” The term legacy might suggest the
concept applied to IT security has been in existence for
some time, even if the original source is not clear. You

See PRIMER, continued on page 6 ❱
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❱ PRIMER, continued from page 5

there are often more resources involved than realized.
Forgotten systems and software may be legacy items, no
longer be needed or out of date. Based on recent cyber
events in the broadcast industry, ransomware is likely a
“high impact/high likelihood” area for all broadcast stations, thus deserving priority prevention and mitigation
actions. And it is important to recognize that the cybersecurity threat landscape is changing constantly; assessment is not a one-time task. It must be conducted on an
ongoing basis.
A final principal to consider is the adoption of a security policy for your organization. The security policy

er event. Impacting availability is also the goal of Denial
of Service (DoS) or Distributed Denial of Service (DDoS)
attacks. Practical implementation practices are often
focused upon redundant IT systems, alternate network
paths and prevention systems to minimize the impact
of DoS/DDoS attacks. Having a verifiable disaster recovery plan is also an integral component of availability to
restore services when disruption occurs.
The concept of “Defense-in-Depth” was developed by
the National Security Agency (NSA). The concept focuses
upon the use of multiple levels or layers of protection
systems rather than a single layer of protection. The
concept can be compared to the architecture of a castle.
If the outer layer of protection such as the surrounding
moat is breached by the attackers, the intruder is presented another barrier in terms of a wall. If that outer wall
is breached, another wall exists as a more difficult barrier
to penetrate. The multiple layers of protection also serve
as a method to isolate the penetration attack. In the
case of the castle, the attackers might become trapped
between two walls. Practical implementation practices
include the use of segmented or layered network architecture with further protection mechanisms at each level
such as packet filtering and encryption.
The concept of “Least Privilege” is based upon minimizing access to IT resources. NIST defines as a “security
architecture designed so that each entity is granted the
minimum system resources and authorizations that the entity needs to perform its function.” This principal is always
focused upon the human user of IT resources, but it
should also include application access among individual
systems or applications. Practical implementation practices include user access control, file access controls, and
application layer access controls.
And a “Risk Based” approach should be used in the
overall IT cybersecurity assessment process. Different
organizations face different threats and associated risks.
Risk-based analysis looks at potential risks in an organizations environment and categorizes as:

Based on recent cyber
events, ransomware is
likely a “high impact/
high likelihood” area for
all broadcast stations.

is far more than operational procedures for users of IT
resources. It is a roadmap that identifies what IT resources exist, what needs to be protected and how they are to
be protected.
A formal security audit will often guide the organization’s security policy. Security policies are often structured in a hierarchical manner beginning with broad corporate or governmental regulations, followed by industry
best practices in the context of achieving the business
needs of the organization. User and application practices follow and ending with specific user and application
operational procedures. A corporate broadcast station
or a university licensee station may have an extensive
security policy document with which to comply, whereas
a small station policy may be as simple as a single-page
document to identify IT resources to be protected, how
to protect those resources and user procedures to be
followed. User education is often a critical aspect of a
security policy even for the small station, as clicking on
an email attachment can create an immediate ransomware incident.
With some background fundamentals in hand, let’s
look at some actual implementation steps.

• High Impact/High Likelihood
• High Impact/Low Likelihood
• Low Impact/High Likelihood
• Low Impact/Low Likelihood
A formal cybersecurity audit will commonly assign a
numerical value to individual areas of assessment and an
overall value of the organization’s assessment, with high
likelihood areas receiving the priority attention. The audit
often begins with a detailed inventory of all of the organization’s IT resources such as network hardware, server
hardware, operating system/firmware versions and all
applications.
This is an important step, even for the small station, as

PRACTICAL CYBERSECURITY IMPLEMENTATION

Cybersecurity begins with the architecture of the network. Yes, we must provide public internet accessibility
to our email and web servers, but the broadcast infrastructure should not be viewable or discoverable from
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a security zone with the outer most layers considered
the least secure. The innermost layer or core is the most
secure and provides the greatest isolation or protection.
The inner core network might represent the broadcast
content network that is essential for the broadcast facility to remain on the air. Fig. 2 represents this concept as
well as the concept of the Onion Network by utilizing
the layers of an onion to represent a layered network. If
managed Ethernet switches with VLAN capability are not
in the budget, use individual Ethernet switches for each
layer of the network.
The defense-in-depth concept requires multiple methods of protection rather than just a segmented network.
One implementation approach is to use the International
Standards Organization (ISO) Open Systems Interconnection (OSI) model as a structured guide. The OSI model is

the public internet. We all have a secure network, or at
least we would not admit to anyone that our network is
not secure! But what does a secure network really mean?
There is no one single factor that defines a secure
network. Rather there are several attributes that the network incorporates and exhibits such that it is considered
secure by industry standards.
Attributes of a secure network:
• Design complies with the security policy
• Complies with the CIA Triad foundation
• Utilizes a layered or segmented network architecture
• Limits user access privileges (need to access)
• Controls access by packet filtering, firewalls, encryption, etc.
• Utilizes active monitoring and logging

See PRIMER, continued on page 8 ❱

The use of segmented or layered network architecture is an
essential aspect of creating a
secure network. This approach
can also provide performance
enhancement by isolating and
limiting network traffic. IP packets are isolated such that they do
not reach host devices that they
do not need to reach, and broadcast packets are limited to their
own broadcast domain.
A common approach to
implementing a segmented
layered network is by the use
of the Virtual Local Area Network (VLAN) capability feature
available through a managed
Ethernet switch. The VLAN feature allows a common physical
infrastructure such as Category
5/6 twisted-pair copper or fiber
optic cabling to transport multiple isolated networks or subnets.
Each network is its own broadcast
domain with its own IP addressing scheme, whether public or
private IP addressing is used.
Note that there is no connectivity
between these subnets or layers.
When intra-layer connectivity is
required, it must be implemented
by a layer 3 router and connectivity limited by use of an Access
Control List (ACL) or internal firewall packet filtering. Each layer of
Fig. 2: Segmented or Layered Network Architecture
the network can be considered
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❱ PRIMER, continued from page 7

a seven-layer abstract model that conceptually defines
how a host device communicates with another host
device across a network. The first four layers are considered the data flow layers and are directly associated with
the network process as illustrated by Fig. 3.
Physical layer security at layer 1 can be implemented
through a variety of measures to prevent tampering with
the physical network components and interconnections.
In a small network, this might mean a locked rack cabinet
housing the network equipment, servers and related IT
equipment. In a larger facility, a dedicated room with
access controlled by cyber locks or key card readers may
be found. Recall that active monitoring is an attribute
of a secure network. Logging of access activity through
unique cypher lock codes or access cards and activity
monitoring by recording video cameras are commonly
found to fulfill this requirement.
At the data-link layer or layer 2, features of a managed
Ethernet switch are incorporated to provide an additional layer of protection to prevent tampering and/or
attachment of unauthorized host devices to the network.
At layer 2, the Ethernet frame is the Protocol Data Unit
(PDU). Ethernet switch port security can be used to limit a
specific host to be connected to the switch port network.
The Ethernet switch maintains an active table of all host
devices’ Media Access Control (MAC) addresses that are

Fig. 3: The OSI Model - Data Flow Layers

minutes for Ethernet switch products today. If a rogue
host device is connected to a switch port with a different
MAC address, the switch will drop the incoming frame,
disable the port and report that a port security violation
has occurred. In most cases, you are preventing legitimate
users from attaching a rogue or foreign device to the
network. Often these users are just attempting to do their
normal work rather than attempting a malicious act.
It is also a best practice to disable any unused switch
ports and avoid the use of VLAN 1. VLAN 1 is the default
VLAN in every Ethernet switch where ports are assigned
by default. Do not span a VLAN to another Ethernet
switch just to have in case it is needed in the future. Span
a VLAN only to the Ethernet switch where it is needed.
At the network layer or layer 3, several functions are
available as the family of IP protocols are implemented
based upon the packet as the PDU. These functions
include intra-network routing, packet filtering and
encryption.
Packet filtering can be implemented to permit or deny
packets entering or leaving the network. Packet filtering
in a stateless manner can be accomplished by an Access
control List (ACL) applied to the interface of a layer 3
network device such as a router. Stateless packet filtering
is based upon a fixed rule that either permits or denies
a packet to enter (ingress) or exit (egress) the interface.
The rule makes a per packet permit or deny decision
utilizing IP header parameters such as send or receive
IP address, port number and protocol. Combinations of
these parameters can be used together through logical
expressions to create a more specific filtering rule.
Packet filtering can also be implemented by a firewall
that can provide stateful packet filtering in addition to
stateless filtering. In stateful packet filtering, the firewall
is aware of conversation flows between host devices by
remembering a Transmit Control Protocol (TCP) conversation initialized by a host to a host on another network. The

The defense-in-depth
concept requires multiple
methods of protection
rather than just a
segmented network.

connected by examining and capturing the source host
MAC address from the Ethernet frame. This information
is used to guide the frame forwarding operation of the
switch, and it can be used to determine if the proper
host device is connected to an individual switch port. In
addition, limiting a single host device on each switch port
enhances performance as there is no contention for the
port bandwidth that occurs if more than one host device
is connected to an Ethernet switch port. Also, the limiting
of one MAC address per switch port can minimize the
impact of a DoS/DDoS attack by reducing the chance of
the switch MAC address table or Content Addressable
Memory (CAM) table overflowing. If a CAM table overflow
occurs, the switch will reboot, thus disrupting normal
operation during the reboot period, which can be several
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Firewall functionality
can be implemented
in a variety of ways
such as application
layer software or as a
hardware appliance
utilizing open-source
products or commercial
system offerings.

NAB Broadcast
Cybersecurity
Courses

source IP address and port number as well as the destination IP address and port number is stored in an internal
table by the firewall. This awareness allows for a temporary
ingress or inbound packet filtering rule to be created by
the firewall to permit the return path packets associated
with a specific conversation to enter the network. The rule
is temporary for the duration of the TCP conversation.
Firewall functionality can be implemented in a variety
of ways such as application layer software or as a hardware appliance utilizing open-source products or commercial system offerings. The ACL can be a powerful tool
to limit or control host interoperability between layers
of the segmented network by controlling which specific
hosts can communicate between layers, by which port
numbers, and/or by what specific protocol. Sometimes
described as a “Generation 4” firewall, a proxy can be
used to gain trusted access. Such an approach is often
useful to create a workstation dedicated to ingest of program content from outside or un-trusted sources.
It is important to recognize that IP was never designed
to be secure. It must be secured and can be by implementing encryption beginning at layer 3. IP Security or
“IPsec” provides encryption of packets traversing the
network. IPsec can be implemented in the tunnel mode
or the transport mode. The primary difference in these
two modes is how much of the IP packet is encrypted. It
is not a matter of which mode is best, but rather use of
the proper mode for the application. The tunnel mode
encrypts the entire IP packet and adds a new header
such that inter-networking routing can be accomplished.
This mode might be found in a Virtual Private Network
(VPN) application. The transport mode leaves the original IP header intact and only encrypts the payload
information. This mode is often utilized when public to
private network IP address translation will be utilized.
IPsec is often found to be complex to implement due to
the sheer number of possible configuration parameters
regarding key type, key exchange method, key strength
(length), hashing algorithm and authentication type. A
practical solution to the flexibility provided is to utilize

The National Association of Broadcasters offers
courses and certification on this topic. They include:
• Cyber Awareness for Broadcasters — NAB says this
$25 course ($10 for NAB members) was developed
to help staff at any level in a broadcast organization
develop awareness of good “cyber hygiene” and
habits to allow them to take an active role in preventing cyber attacks.
• Broadcast Executive Guide to Cybersecurity – This $55
course ($25 for members) provides a foundation
for better executive management of cybersecurity
issues, including strategic insight into key principles
that executives should understand in the complex
area of cybersecurity.
• Broadcast Cybersecurity Certificate Program — This
program is designed for engineering and IT staff
to further secure broadcast operations; the cost is
$1,100, or $500 for members.
NAB said its certificate program is tailored to
the needs of the broadcast industry, with modules
aligned with the NIST Framework for Improving Critical Infrastructure Cybersecurity. The four focus areas
of the certificate program are Broadcast Cybersecurity
Risk Planning and Management; User and Network
Infrastructure Planning and Management for Broadcasters; Tools and Techniques for Detecting a Cyberattack; and Developing a Continuity of Operations Plan.
Find info at education.nab.org.

See PRIMER, continued on page 10 ❱
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USB memory sticks can be a common infection point.
This is especially true in the case of embedded OS-based
host devices. Removing or disabling services on some
broadcast-specific host devices may be challenging as
the manufacturer has not provided the ability to do such.
In this case, you be sure that upstream packet filtering
prevents accessing any of the unused services.
Love it or hate it, the Microsoft windows operating
system is commonplace. One of the most important
steps to take in the Windows environment is to separate
the user and administrative accounts. By default, a user
account has administrative rights. It is also a best practice to obfuscate the administrative account by using a
unique account name other than the default “admin”
name. Auto-run or auto-play functions should also be
disabled. These two steps can provide significant protection by preventing a user to accidently installing malware
by clicking on an email attachment that is infected. A
Windows domain controller can be a useful tool when
multiple Windows host devices must have user policies
implemented based upon the organizations security policy. The domain controller minimizes the need to manually update and configure host devices based upon the
Windows operating system. Updates and changes can
then be “pushed out” to the hosts as necessary.
Linux operating system based host devices are also
becoming commonplace in the broadcast plant. Linux is
often considered more secure than the Windows operating system, as the user is not allowed to install applications by default. Application installation requires the
use of “root” credentials that are not granted to a user
account.
Regardless of the operating systems utilized, backups
and system configuration details are a critical task to
be performed with images stored in a secure location
preferably off-site and off-line. Whether a cybersecurity
event, a weather disaster, or an outright system failure
occurs, valid backups can allow quick system restoration.

a configuration “wizard” default values provided by the
software or equipment manufacturer unless specific configuration parameters are provided by a trusted source.
At and above layer 4, other encryption techniques are
found such as Transport Layer Security (TLS) Secure Shell
(SSH). Application layer firewalls can provide “deep packet inspection” that seeks to look at payload contents for a
potential threat based upon a known signature.

IP was never designed
to be secure. It must be
secured and can be by
implementing encryption
beginning at layer 3.

In summary, network security can be implemented by
following the OSI model as a structured guide. Implement physical security at layer 1 or the physical layer. At
layer 2 or the data-link layer, implement Ethernet port
security to prevent rogue host devices to be connected
to the network. At layer 3 or the network layer intra-network routing is used to connect different networks, but
use packet filtering to control or limit host connectivity
between those networks. Use encryption anytime external connectivity such as the public Internet is utilized.
SECURING HOST DEVICES

Host devices are often the most challenging aspects of
IT security, whether the desktop computer or the broadcast-specific host device. The goal is to “harden” the host
to prevent or reduce the potential attack surface.
The first step is to simply change default passwords.
Use strong passwords or paraphrased statements when
choosing passwords. This bears repeating, as this is a
frequent oversight. Change default passwords! It remains
too commonplace for “password” and “123456” to be the
most often used passwords based upon a study earlier
this year of data breaches by UK’s National Cyber Security
Centre.
Applications and/or services that are not required or
used should be removed from the host or disabled. Telnet is one popular application often enabled and should
never be used in favored of a secure communications
protocol. It is common to find applications and services
enabled by default whether needed or not. And keep
operating system and firmware updates current. USB
port access can be disabled to prevent external files to
be brought into the workstation or internal network as

MONITORING & CYBERSECURITY VERIFICATION

An important aspect of cybersecurity is active monitoring of the IT infrastructure. Monitoring can alert the
broadcast engineer when faults occur as well as identify
possible failures in the future by a critical operating
parameter threshold to occur. The monitoring can also
indicate cybersecurity event attempts or even breaches.
Unusual operating parameters such as increased network
traffic, server CPU utilization or available storage utilization without a business case reason may indicate a cybersecurity event occurrence or one underway. Numerous
open-source and commercial IT infrastructure monitoring
tools are available.
Cybersecurity protection verification is another area
See PRIMER, continued on page 12 ❱
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RADIO AUTOMATION

DAD: Proven Radio Automation

More broadcasters are upgrading their workﬂows and saving money by choosing DAD.
From centralized content and effortless scalability to cutting-edge virtualization and mobile
solutions, a DAD system is the perfect ﬁt for your station now and into the future. To stay
up-to-date on the latest advances in the broadcast industry, make your station an ENCO
station with a DAD: Digital Audio Delivery.

WebDAD Mobile Control

All the features of DAD, now accessible from your browser.
From library and playlist maintenance to on-air control and
voice tracking, it’s all there...even if you’re not. The
HTML5-based interface allows native access and control
from any web-enabled device.

Cloud-Based Disaster Recovery

DAD-DR cloud-based backup is ready on a moment’s notice to
continue playing out programming in case of technical failure
or natural disaster. DAD-DR creates and maintains a fully
featured clone of your DAD system, staying in sync with
changes made to your local DAD, ensuring that your backup
content is still up-to-date and all scheduled ad spots will run.

Visit ENCO.com or Call 800-ENCO-SYS to Schedule a Personalized Demo.

❱ PRIMER, continued from page 10

often overlooked. Cybersecurity implementation can be
complex even for the small broadcast station due to the
number of variables and touch points involved. Verification is commonly performed by a penetration test, which
is commonly a task of a formal security audit. Penetration
testing can also be performed with open-source software tools. These tools are actually the same tools that a
“hacker” might use, however “Pen” testing is considered
a “white hat” hacker activity or an activity that is performed for the good. The goal is proactively to identify a
potential cybersecurity breach point.

and option capabilities available for a reasonable annual
fee. With SHODAN, you can scan an IP address range,
subnet or an entire domain searching for active host
devices, open ports indicating active services, and login
credentials still set at default. You might be surprised (or
frightened) when entering your station call letters into
the search field of SHODAN.
SOCIAL ENGINEERING

The U.S. Cybersecurity and Infrastructure Security
Agency defines social engineering as “use of human interaction (social psychology) to obtain or compromise information about an organization or its computer systems.” Social
engineering can present one of the greatest challenges
to cybersecurity. Considerable time, money and resources can be devoted to cybersecurity precautions and
prevention systems. This investment can be rendered
useless in an instance with a successful social engineering mishap. The casual opening of an email attachment
or opening an infected file on a USB memory device can
wreak havoc to the best of IT systems. User education
programs are an essential component of an organization’s overall cybersecurity programs. A focus should be
upon education rather than just the annual IT security
training program that many organizations employ. An
education program focuses upon developing understanding, reasoning and judgement of the individual.
Training programs focus upon a specific skill or action
to be taken in a specific situation. Since cybersecurity is
constantly changing, an education program can be more
effective due to the focus on developing a sense of reasoning for taking or not engaging in a certain action.

Host devices are often the
most challenging aspects
of IT security, whether
the desktop computer or
the broadcast-specific
host device.
One popular open-source tool is “nmap” or Network
Mapper, the de facto standard tool and the foundation
for numerous other tools. Often referred to as a port
scanner, scanning for active ports seeks to identify
available services on a host device by finding open
or ports that are “listening.” Network Mapper is much
more and includes an array of tools to identify reachable host devices, available services, system version
number and even tools to penetrate firewall protections. Such exploration activity by a malicious hacker or
“black hat” hacker is a first step in the network reconnaissance process.
Penetration testing is also not a one-time activity.
Instead it should be performed on a periodic basis as
defined by your security plan or when infrastructure
changes are made. Basic software upgrades will often
return host device settings to the manufacturer-determined defaults, thus destroying previously set and verified settings.
You should be aware of the website “SHODAN”.
SHODAN is often described as a search tool for “Internet
of Things” devices. SHODAN is a unique search tool for
unsecured IP enabled devices on the public internet. A
search of popular broadcast equipment manufacturer
names will produce an alarming number of responses
(into the thousands) ranging from transmitters to codecs.
Many of these devices remain in operation with default
logins and can be an easy target or launch platform for
the black hat hacker looking to do harm. Limited searches are available for free, with extended search capacity

DO THESE 10 THINGS TODAY!

Do the following now (and prioritize the first four):

1.
2.
3.
4.
5.
6.

 hange default logins (use strong passwords not
C
“password” or “123456”)
S eparate user and admin account rights in Windows systems
S egment your network via VLANs or separate
Ethernet switches
 se packet filtering (ACL and/or firewall) to conU
trol network host access
L imit IT resource access by need — deny access
by default, grant as necessary
 isable Ethernet switch ports not used and all
D
host applications and/or services that are not
used
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7.
8.
9.
10.

 se secure remote access via a VPN or
U
other encryption (TLS, HTTPS, SSH)

ty is a growing concern of the IT industry, and the broadcast station is no longer immune.
Cybersecurity should not be viewed as a burden for
the broadcast engineer. Rather it is a growing responsibility and the opportunity to ensure reliable broadcast
operations. Ongoing proactive preventive cybersecurity
monitoring and maintenance is required, just like the
preventive maintenance at the transmitter plant. There
is an ultimate cybersecurity approach for the broadcast
station. That approach is the air gap, which totally isolates the broadcast network from any external connectivity or public Internet access. Wile this approach is very
effective, it is not practical in our mobile IP connected
world today.
Looking to the future, industry research consultancies
such as Gartner suggest that ransomware will continue to
expand in scope and that social engineering will remain
an ongoing concern. In the meantime, implement even
the basic cybersecurity best practices and maybe rest a
little easier each night. Stay safe out there!
The author is associate director of Educational Broadcast
Service at Texas A&M University, where he serves as director
of engineering for public media stations KAMU(FM) and
KAMU(TV). He is president of the Society of Broadcast Engineers and a past recipient of the Radio World Excellence in
Engineering Award. n

 onitor your network: know what is norM
mal, recognize what is abnormal
 Educate your user community regarding
social engineering
 eep operating systems and applications
K
up to date and maintain a disaster recovery
plan for system failures, natural disasters
and cybersecurity events; exercise backup
contingencies on a regular basis

Training for the broadcast engineer in cybersecurity
is recommended. Look to the National Association of
Broadcasters “Cybersecurity Certificate” program and
the numerous networking and cybersecurity webinars
offered by the Society of Broadcast Engineers. With the
SBE MemberPlus membership option, all SBE webinars
offered are free.
CONCLUSION

The broadcast technical plant has become an IT environment and there is really no turning back. Cybersecuri-

USEFUL RESOURCES:
FCC Working Group 4 “Cybersecurity Risk Management and Best Practices”:
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
NAB Cybersecurity Certificate Program:
https://education.nab.org/courses/9683
NIST Cybersecurity Framework:
https://www.nist.gov/cyberframework/framework
nmap:
www.nmap.org
Security Policy Templates:
https://www.sans.org/security-resources/policies
SBE Networking & Cybersecurity Webinars:
https://www.sbe.org/sections/WebinarsbySBE.php
SHODAN:
https://www.shodan.io

CYBERSECURITY AND STUDIO DISASTER RECOVERY
Radio World | November 2019

13

Chris Tarr: Most People
Don’t Have a Plan

Q
A

Entercom engineer shares the benefit of his experience with attacks
Radio engineers and technologists worry about whether their networks are adequately prepared to defend
against cybersecurity incursions. We talked to Chris Tarr,
CSRE, AMD, DRB, CBNE, director of technical operations
for Wisconsin at Entercom, which was one of several
radio groups in the United States that have suffered
recent ransomware attacks. Opinions are his own and not
necessarily those of Entercom.
Radio World: How well prepared is the radio industry?
Chris Tarr: There’s still a mentality that you can protect
yourself and make yourself completely invulnerable. It’s
never a matter of whether it’s going to happen to you; it’s
a matter of when.
Do what you can to fortify your systems, [but] you can
put up the best fortress in the world, and once they’re
behind that wall, everything is fair game. A lot of companies do a good job of preventing people from getting
in from the outside but not doing anything about people who actually get inside. The theme that I’ve seen
[in other attacks] is nobody had a plan. “Always assume
someone is going to get in.
Everybody says, “Oh well we have backup so we’re
okay.” A lot of people who have backups never check
them. They never validate them, they never make sure
they’re working; and they don’t realize how long it takes
to restore that stuff. A lot of people get by with, “We’ve
got antivirus, we’ve take backups of everything. We’ve
got a firewall, we’re good. Worst case is we just restore
from our backups.”
If backups are part of your plan, do you have a plan to
check those every day, every two days? What’s your plan
for how many times a week you backup? Do you backup
[only] certain files? Even if you’re on the cloud, are you
able to roll back if something gets attacked?
We haven’t even gotten to the network part yet.

fail? How would you restore those? Even better, is there a
way to really harden the network?
For example, by now everybody should be segregating their automation networks from their office
networks. However, you can’t do that 100%, you have to
be realistic. Short of sneaker netting, and using thumb
drives and stuff that can kill the infection, how can you
get files from Point A to Point B?
Something as simple as “How many file shares do you
have, and how many do you really need?” Does everybody need to have access to everything? Really take a
serious look at the roles of each individual in the organization. What do they truly need access to?
Then how can we isolate things? We know that an
automation system isn’t going to get the ransomware
on its own, so look at what kinds of actions people could
take to infect the network.
What if the program directors want access to the computers on that automation network? In the old days we’d
just throw on another network card, put their computer
on there and they’re good to go. You can’t do that anymore. So you look at maybe a thin client on your desktop,
where there really isn’t any services other than sharing a
video feed between the two machines.
Where do you keep your financials? Where do you

RW: Once a manager knows they need a plan, what’s the
next step?
Tarr: A plan is only as good as how you execute it. So
what are the vital components of your operation? Once
you’ve identified those, what happens if those were all to
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efficiently you restored your systems. How quickly did
you get your traffic system back up? We were scheduling
spots on Monday following the weekend. That’s where
planning comes in. There will be things that’ll be out of
order for a week or two because they’re low priority. [But]
how quickly can you get your critical functions back up?
There’s not enough dialogue about that in broadcasting.

keep HR stuff? How do you segregate that? Again, most
of that is going to have to live on a network somewhere;
what do you do to keep those files safe?
That’s step number one, getting things locked down,
network segregated, backup plans. You can’t do just a
single backup and hope for the best; you need to rotate
backups, take backups offline so they can’t ever touch
the network. That’s saved me more than once, where my
backup was a disconnected drive so it never got touched.
I was able to restore cleanly without any problems.
You want to validate those backups to make sure.
There’s nothing worse than putting a backup up, and
realizing that it hasn’t run for three months because of
not paying attention.
How will you communicate [after an attack]? Most of
the time your email is going to be down, everybody’s
computers are going to be off; so how do you communicate what’s going on? How do you communicate to your
advertisers so that everything is okay? Because the word
will get out. How do you put logs together?
Assume that everything involved in your operation
is off and there’s nothing you can do right now about
that. How do you manage that? Do you set up a Twitter
account for employees? Do you prepare a list of their
personal email accounts so that you can do a mass email
with “Here’s what’s going on” status updates on what’s
functioning and what’s not functioning?
Have you thought about how you’re going to play
back audio if your playback machines, heaven forbid, get
hit? How are you going to bill clients? Spots, how are you
going to bill them? A file server backup could take hours
to days to restore. What do you do?
That’s the holistic approach people are missing.

RW: Ransomware catches people’s attention. Should a
broadcaster ever pay a ransom?
Tarr: No, you shouldn’t. There’s no guarantee that it’s
going to work.
There’s a school of thought that the person who
wrote ransomware is going to unlock it if you pay them,
because it’s their — for lack of a better word — reputation; but you just don’t know. And payment encourages
them; there’s a potential to make yourself a bigger target.

A lot of companies do a
good job of preventing
people from getting in
from the outside, but not
doing anything about
people who actually get
into the inside.

That’s why it’s so important to focus not only on prevention but on response. If you can respond properly and
you have a good plan, you don’t need to pay the ransom,
you will have all of the things you need to rebuild.
The only thing that I would completely harden in this
environment would be your automation system, your
bread and butter. That’s easy enough to do because you
don’t have to have that on a public network
The problem that exists these days is that security is
inconvenient. Unfortunately a lot of the people on the
other side of the building, the creative people, the sales
people — they understand inconvenience, they don’t
understand security. When you say, “No you can’t move
those files around, and no, you can’t connect to that
automation system,” it’s inconvenient, and they put up a
fight. There has to be education there.
As long as your automation network is segregated
physically, you can at least stay on the air. That is the
number one. You can always hand-write logs, you can
hand-write billing, but if you’re not on the air, you’ve got
a problem.

RW: I do have the sense that more organizations are trying
to raise awareness on this.
Tarr: Unfortunately, there hasn’t really been a lot of
discussion, because companies are afraid to talk about
it. Companies that have gotten hit are afraid to talk
about it; they don’t want to talk about where they went
wrong for fear of somebody thinking that they’re weak or
incompetent.
That public station [KQED] that got hit a year or two
ago, they really were upfront about the challenges that
they ran into. But nobody has really taken the time to talk
about from a broadcasting point of view, what the best
practices should be.
When this happens to you, be clear and say, “Yes, it’s
a very common thing. Yes, we got hit by ransomware
and everything’s okay, data is secure, we have a plan and
we’re implementing it.”
Getting hit with ransomware is not unusual. It’s nothing to be ashamed of. The success stories are in how you
limited how you were affected, and how quickly and

See TARR, continued on page 16 ❱
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❱ TARR, continued from page 15

were common, you’d have a DSL connection at a translator site or whatever, you’d send that data over the public
internet. More than once I’ve had an IT guy say, “Oh, you
can’t do that.” Actually you can and you have to. And
they just don’t understand that.
Make sure that engineers and IT guys understand each
other’s goals. The IT guy has to know that there are going
to be some things that have to get done that may require
special consideration on the engineering side. Engineers
are going to have to understand you can’t throw a bunch
of ports open so you can get to your Burk. VPN or something else is going to be required.
A lot of security rides on that relationship.

That’s how you have to approach it: Different levels of
importance. Being on the air is most important. Second,
would be billing, how do we get the billings on, how do
we reconcile? Then everything else. It’s trivial to backup
office computers and restore them. Nine times out of ten
there is nothing so critical on them that if you’ve got a
three-day-old backup, it’s not the end of the world. We
had computers that were offline for a week or two. When
we got to it, we got to it.
RW: You mentioned automation but there are other
vulnerable mission-critical systems, right? Remote control
transmitter, interfaces, EAS.
Tarr: Those need to be firewalled and password
protected. They’re not going to get affected by
ransomware, but you need to be smart about them. What
a lot of people are turning to now are firewalls and virtual
LANs so these devices are kept onto a separate subnet
and you’re only opening ports that are necessary to
access them, changing default passwords.

RW: But when the head of a radio group reads a headline
about a competitor being hit by a ransomware attack, calls
the engineer in and says “How do we make sure this never
happens to us,” the answer can’t be, “We need a better
relationship between engineering and IT,” right? What does
the engineer say to the CEO?
Tarr: You need to get stakeholders together and come up
with a plan. It’s hard to act as one cohesive unit if you’ve
got these varied departments with their own priorities. You
can’t even set up a security plan if you’ve got the program
directors insisting they must have access to this or that.
Let’s be honest, in a broadcast situation, a lot of times
the engineers don’t carry a lot of power, so they can’t
tell the program directors, “No, you can’t do that.” You
need to get buy-in from the CEO all the way down to
the part-time guys. Get everybody together in a room
and say, “First of all, let’s talk about how this could
happen,” or bring in a security consultant to talk about
those things. The second part is to know that if this happens, we know what we’re going to do, we know what
the expectations are. To be able to say, “Yeah, we if we
get hit, we’ll be down for a day, but here’s what we’re
going to do and here’s the steps that we’re taking to
make sure that that plan can be executed.” That makes
you more confident: “We could get hit and you know
what? We’ll be okay.”

It wasn’t a failure that we
got hit with ransomware;
it’s going to happen …
Had we not been able
to respond and had it
crippled our business for
a month, that would have
been a failure.
I used to be able to love to get to my stuff from the
outside world when I’m driving around or wherever I’m
at, being able to log in and do stuff. Those days are over
because if I can do it, anybody can do it. So now we’re
doing VPNs and virtual LANs to separate them from the
office networks.
A lot of the stories you see, EAS boxes getting hacked
and those Barix boxes getting hacked, was just because
of sloppiness. We have a lot of engineers who are not IT
guys, and a lot of IT guys who aren’t engineers. It’s one of
the bigger problems in our industry, speaking of firewalls:
We’ve built this firewall between IT and engineering.
They don’t understand each other’s goals.
I’m lucky that I have a background in both, but in a lot
of places, either engineering runs everything and you’ve
got firewalls open and ports open, or IT is in charge and
the engineer can’t do anything.
A lot of IT guys don’t understand broadcast stuff. For
example, PSD or RDS data. Before point-to-point firewalls

RW: People reading this will be well aware of the attack on
Entercom. Knowing you can’t talk about every aspect, what
can you share about what the company did or learned?
Tarr: Well, unfortunately I still can’t. There’s really not
much I can divulge. The only thing I can say personally is
that I was very proud of how we responded internally. We
were back up and running very quickly. We had a solid
plan. We worked over the weekend, we implemented the
plan and it was a success.
We didn’t look at this as a failure by any means. That’s
the mindset people have to have. It wasn’t a failure that
we got hit with ransomware; it’s going to happen, it happens to everyone. Had we not been able to respond to it
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Obviously antivirus, those sorts of things. There’s new
software specifically for detection of malware or ransomware; they detect the moment that the malware tries to
change a file, it throws out a couple of honeypot files and
as soon as it touches one of those files and attempts to
change it or lock it, it shuts everything down.
Antivirus is great but it’s not a firewall and it doesn’t
really do anything for ransomware. It’s kind of one of
those “inch deep mile wide” pieces of software. You really
want to get specific and look into smart firewall appliances that will stop it at the door. Short of having a security
consultant, that’s the next best thing: Have a firewall that
inspects the packets coming in, and get something with
a subscription to a database that keeps that up to date. If
you could stop this stuff from getting in the door, that’s
90% of the issue.
We all think we’re the smartest guys in the room. Engineers are notorious for that. There’s someone out there
smarter than us working on what they’re going to do
next. Don’t assume that because you’ve read the latest
books and read the latest information that you’re safe,
because there’s always somebody smarter and they’re
always out there trying to wreck your stuff. Part of a complete plan is assuming that it’s going to happen. And if it
doesn’t, that’s great. If it never happens to you bless you,
but assume that it will and know what you’re going to
do, know how you’re going to respond and make it automatic. Write the plan down, make sure everybody knows
what the plan is, and then you ready to execute it when
it’s necessary. n

As long as your automation network is segregated physically, you can at
least stay on the air. That
is number one. You can
always hand-write logs,
you can hand-write billing,
but if you’re not on the air,
you’ve got a problem.
and had it crippled our business for a month, that would
have been a failure.
The biggest thing I can say is, “Don’t think for a minute
it’s not going to happen, or that just the basics are going
to help you.” This is a rapidly changing environment. A
good security consultant is worth their weight in gold.
Hire one and have them look at what you’re doing, talk
about what your job function is and what you want to
achieve as a company. Get that advice.
RW: Other specific best practices to mention?
Tarr: I’ll probably get in trouble with my boss for saying
this, but I’m not a big fan of password changing. Once
your password’s out, your password’s out. Password
complexity is good, but the 90 days rule may not be very
effective. It’s not like a password gets leaked and then
they sit on it for six month.
Obviously, education. Make sure that people understand: If somebody sends you a link to something, verify with them, call and say, “Did you send this to me?”
Today’s viruses and nastyware always look like they came
from somebody you know. Unless somebody says specifically “I’m going to send you this,” don’t open it til you
verify that they actually did.
We talked about hardening your automation network.
Do not plug it in to the office network at all. And if you do,
make sure that it’s firewall blocked and that you’re only
opening the ports you need to open. Make sure they don’t
touch each other, other than what you absolutely need.
Third, physical security. My server room is locked up
because who knows what could happen, sabotage wise
or information security wise? Even just curious part-timers can get in and wreak havoc.
Backups. Take lots of backups and verify them regularly. Preferably have a backup offsite. At the very least
make sure you rotate and what I call “air gap” backups.
Have a backup that’s not connected to anything. Rotate
them off. If the infection spreads, you’ve got a good clean
backup to the restore from.
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10 Cybersecurity
Questions to Ask Yourself
OK, maybe more than 10 … but here’s
a list to help you get started on your program
By Gary Kline

Many attacks arrive via a simple email. Educate
everyone what to look for.
d. Anti-virus and anti-malware software installed on
every machine — sounds like Security 101, right? I
find machines all the time that are not running both
and/or not updated recently with the latest security
databases.
e. Implemented security restrictions and locked all outside access except where needed. Don’t laugh. I find
VPN and Remote Desktop active on machines often,
and no one remembers who they were for or what
the original purpose was.
f. B
 lock all known malicious IP addresses and keep that
list constantly updated.

Be honest with yourself: How
aware are you of your cyber preparedness? Do you know what
being prepared really means? If you
can’t answer these questions with
full confidence, it’s time to insert
yourself into the cybersecurity
process.
Cybersecurity is a top priority
for businesses of all sizes; a lack of
readiness and defenses can lead to
serious financial and operational
consequences. Cyber extortion (ransomware) is big business and is not going away anytime soon.
The following questions and thoughts are a place to
start in hardening your broadcast organization’s infrastructure and preparing for the worst case. And yes, you
should be prepared for the worst, so you know what to
do if an attack is successful. They are intended to help
you start a conversation.

This is just a sample listing of key things a security-aware organization should be doing. There are many
more. IT trained professionals in cyber-security know
what to do. There are also many excellent sites online
with guidelines that dig deeper than we can here.
Along with #1 above, when was the last
time you had a serious sit-down with your
IT team, administrator or outside contractor
to discuss cyber security? How often do
you meet? In that meeting, did you know what specific
questions to ask? If not, it is time to put together a list of
questions. This ebook and this article can help you get
started.

Do you have a security-aware culture in
your facility? In your organization? Be
honest. Knowing that your IT staff or
outside contractor installed a new firewall
or virus program last year doesn’t mean you are fully
prepared. It does not necessarily mean you have a
constant security-aware culture that involves regular
routines such as:

Have you considered hiring a third-party
outside security consultant to help with
assessing your internal and external systems for their penetrability? Have you asked
a trusted security expert to attempt to penetrate your
network and systems to ensure you are defended properly? I know several broadcast-related companies that
send phishing emails with fake viruses and ransomware
to employees to test their cyber training; see 1(c) above.
If the employee clicks on the suspicious attachment,
they are provided further training on how to spot these

a. Backing up crucial data to both a local machine and
the cloud and ensuring at least one of the backups
is *not* connected to the network source it is backing up.
b. Updates and patches are run regularly on all devices
such as firewalls, switches, PCs, IOT, etc. We say this
all the time but so many facilities do not do it.
c. An ongoing awareness and training program for all
existing and new employees across all departments.
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things. The email gateway still ranks as one of the top
arrival vectors for attack, so it is critical that everyone
have some training on how to spot that one email which
can cause you untold hardships.

as fire, hurricanes, other things that could keep you
from accessing the studio or transmitter location). With
backups you can reinstall critical software and data and
potentially alleviate the need to pay a ransom. Or it may
simply be less costly in time and resources to restore a
machine using a recent backup then using a decryption
tool. Therefore, very regular backups are crucial. If for
example, you need to restore your music and spot commercial database and audio files quickly, you’ll want that
backup to be very recent. Otherwise, you may lose the
past several days or weeks of new material — and this
could cost the station financially. I often come across
TOCs that supposedly are making backups but are not.
The backup tape machine hasn’t worked in who knows
how long, the NAS drive is full, the software that runs
the backups hasn’t been running for weeks or months,
or perhaps the directories selected for backup are not
correct. The takeaway here is that you should ask yourself
or your IT administrator for proof that backups are being
run, and run often, on a regular recurring basis.

The email gateway still
ranks as one of the
top arrival vectors for
attack, so it is critical
that everyone have some
training on how to spot
that one email which
can cause you untold
hardships.

Is your network segregated to minimize
the damage if something should get
through? I often find that networks within
the station are combined, on purpose or by
mistake. I’ve been in several facilities where they claim
their networks are segregated, yet we find that’s not the
case. For example, a PC with a double-NIC (two network
cards for separate networks) can be compromised and
certain viruses can jump from one network to the other.
So the machine that handles traffic but must connect to
the automation system — and it is using two network
cards — might not be as safe as you thought. Or that
one PC that has Remote Desktop on it so someone can
get into the network but only though that one “external”
machine … well, it may not be the “firewall” you think it
is. There are ways to handle remote access properly and
securely. Your trained IT staff or outside security contractor can help you with this.

If you are attacked, do you have the tools
in place to quickly detect and determine
its origination point within your facility?
Do you have the tools (and instructions to
staff) in place to isolate the virus or ransomware quickly?
Do you use a security event manager? What is your “first
15 minutes” plan? As mentioned, network segregation
is critical in situations where you become infected. If the
business network is infected for example, do you have a
way to prevent this attack from spreading to other business networks in your building or within the company
(for larger networks or group operators)? Do you have
different offices tied together using a WAN/MPLS or
other means which might allow the virus to hop over and
then start spreading again in an entirely different location? If you believe a virus is crawling through your net-

Backup, backup, backup. I mentioned this
already but it is so important to preventing
disaster that it deserves its own reference.
It is imperative that you regularly backup
all critical files, and do so to locations that cannot be
reached by the virus. There are several cases where
ransomware found its way to a network backup and
encrypted the very files that were supposed to protect
the operation! Do you backup every 24 hours? Do you
maintain backups offsite? (That’s not only a good idea
for protection against the virus but also for events such

See CYBERSECURITY, continued on page 20 ❱
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work, do you have a plan in place to stop it immediately
from moving further along to the next server or PC? Do
you know how to kill your network shares immediately?
Do you have a plan to yank users and machines from the
network in seconds? What if an attack happens at 3 a.m.
on Sunday morning? Do you have the technology or people in place to alert the proper team leaders? And do you
have a response go-team on call including holidays? This
is not make-believe or a far-out fantasy. These attacks are
happening regularly to small and large operators, and of
course, in all industries.

decryption tools out there that might work in your case.
Something to check first.
Some ransomware attacks are widespread.
We’ve all heard about them. You’ll see them
on TV and on most credible news and IT
websites quickly. In some cases, these largescale attacks are shut down and de-crypted within 24 to
48 hours by law enforcement or white hat hackers. If you
are affected by one of these large-scale attacks, check
with your security provider, consultant, vendor or IT staff
to see if there is a fix before paying any ransom.

If your data becomes encrypted, do you
have a plan of action filed away so you
know what to do? Have you thought about
whether you would pay a ransom if presented with such a demand? There are different schools
of thought on whether to pay. Many have paid, and many
have not. It is reported by Symantec that only 47% of
those who pay the ransom to the bad guys get their data
back. It is also claimed by several reputable security firms
that if you do pay this time there is a chance you will be
hit again because the data kidnappers know you will give
in. (Of course, we all know you will be fully protected
after the first successful ransom, right?). Let’s say you
don’t pay; better have your recent backups ready to go.
Do you have a backup system that provides for restoral
easily and quickly? Do you have a go-team put together
who will be ready to restore systems and a chain of command to direct team members on what to do and when?
(see #6). If you decide to pay, most ransoms are paid
with bitcoin; do you know how to purchase bitcoin? Do
you know from where? It can take a few days to obtain
bitcoin, depending on how you buy it. Major cities have
bitcoin-capable ATMs that can speed this up. The average
ransom ranges from a few thousand to much higher.
Do you have a source for that kind of money in a hurry
should you need it? Now is the time to think about these
things and have a plan written down. If you don’t, you
may be scrambling at the last minute while your critical
systems are down. That kind of delay can cost you money
because your operations are down. If you work with an
outside security expert or have such staff internally, and
you are not sure what your plans are should you get
attacked, ask for one. Do not be unprepared. On a positive note: Did you know that some ransomware attacks
use a software variant that has a free cure? There are free

If you are in the United States, contact the
nearest field office of the FBI or Secret
Service and report your ransomware event
and request assistance. They may be able to
help you. If you are in Europe, go to the Europol website
and it will direct you to the local agency in your country.
If in Australia, report your event to the Australian Cyber
Security Centre. Most countries have a governmental
agency that wants to hear from you.
Ask for help. I say this often. Do not be
afraid to ask for help. Whether you are a
managing director or engineer and IT director, it is OK to ask for resources to assist you
with cyber-security. You have friends who know things.
You have vendors who know things and who have internal resources to assist you with this. There are local IT
firms with experts. Consultants. Lots of free advice on the
internet. The United States and many other governments
provide free information on ransomware, viruses and
other forms of malware.
I walk into too many facilities that are not prepared
defensively and that starts at the top. Go back to #1
above. Make sure you have a security-aware culture.
Gary Kline is a broadcast consultant who has been actively
involved in radio broadcasting for over 30 years. He has held
technical positions with several major broadcast organizations, most notably as senior VP of engineering at Cumulus
Media. He has provided engineering support and consulting
in the United States, Canada, China and several South American countries. He is a past recipient of the Radio World Excellence in Engineering Award. Visit klineconsulting.com. n
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Cloud Architecture Helps
You Set Your Defense

Q
A
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And a true cloud-based design becomes an offensive move against attack

systems and backups make it very
affordable to make sure you don’t
provide a concentrated target for
attack. Obviously having multiple
backups in and on the cloud
works wonderfully to provide
restoration should a ransomware
attack come in; however there
is also the ability to “contain”
and redistribute application
components in the cloud which
limits the exposure potential to
the system as a whole. A true
cloud-based design and solution
becomes an offensive move
against attack by distributing
the resources (the target) and making an attack much
more containable, thus limiting the potential for business
disruption and in turn limiting the revenue to be made
from cyber extortion.

Philippe Generali is resident and
CEO of RCS Worldwide.
Radio World: From the
perspective of a developer of
critical systems, what are the most
important changes in the kinds
of threats stations face to the
continuity of their operations?
Philippe Generali: The prospect
of cyber threats as a business
model. While threats have always
been a potential, the game
has changed with the multiplatform deployment of DDOS
and ransom-ware attacks with
electronic payments that allow extortion from near or
afar that are difficult to trace down after the fact. The low
cost of threat deployment and great potential to extort
businesses out of substantial money is a new reality that
unfortunately will likely be with us for quite some time.

RW: How secure are cloud systems?
Generali: Cloud-based systems can be made extremely
secure. Security is established at many levels from
the hosting platform to the application developer.
True cloud-based systems often do provide some
security benefits that are difficult to replicate in a
legacy hardware and even virtualized machine models.

RW: What role do cloud architectures or backups play in
these designs?
Generali: Cloud-based architectures and backups (cloud
and other forms) play a substantial role in setting up
a defensive posture against these threats. It’s a bit like
fighting fire with fire. The economics of cloud-based
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With cloud-based systems, the ability to provide and
deploy platform and application updates to the system
is integrated into the architecture, so you typically
are always running the “latest” code with the latest
protections embedded, which is a substantial benefit
typically found with cloud-based solutions. This means
that should a vulnerability be discovered, it can be
quickly corrected and seamlessly deployed with minor if
any disruption of service. Multi-factor authentication is
typically incorporated to make sure that only authorized
users are interacting with the cloud-based solution,
and this is important because hacking access via social
engineering is a real and substantial liability. Lastly,
with the API driven design of a true cloud platform
deployment, no external executables are allowed
in the data store environment. Even inter-module
communications are encrypted and time keyed, so that
even if a communication key were somehow copied and
decrypted, that key is only valid for an extremely short
period of time and would no longer be valid for reuse
with ill intent.

A true cloud-based
design and solution
becomes an offensive
move against attack by
distributing the resources
and making an attack
much more containable.
community take note and action to protect themselves
against these vulnerabilities. It is difficult to say what is
“adequate,” as this isn’t a single vector threat, and the
threat models and approaches have changed over time.
Most broadcasters have acknowledged that additional
efforts need to be deployed to protect and / or recover
from an attack. Many have taken first and second steps
to tighten down their infrastructures and make sure
backups are current and readily available, but these are
only the beginning. The threats will evolve to provide
new and different challenges in the future, and the
broadcaster is going to need to counter these threats by
making sure that they too are using the latest tools and
platforms to make sure they are not an easy target.

RW: What should radio managers and engineers know
about new offerings?
Generali: With RCS Disaster Recovery and Zetta Cloud
Automation, we offer integrated and comprehensive
backup and deployment platforms to meet the needs of
any broadcaster, big or small. Our solutions are infinitely
configurable and scalable to insure that you don’t
outgrow and time doesn’t out-date our solutions. We
didn’t just put virtual machines on a web hosting facility
and call it a cloud solution. We designed and coded for
modular architecture that can truly scale incrementally
without the overhead and liabilities found in legacy
hardware based designs.

RW: What other questions should a radio manager be
asking right now?
Generali: How important is business continuity and how
much can I afford to pay to protect myself? Where are my
liabilities? Are my systems up to date and loaded with the
latest protections? Do I have current and ready backups
of my data? Is all of my data backed up or just some of it?
What are the restoration procedures and have they been
tested? Do I have a fully functional backup automation
system that is truly isolated from my primary systems that
is always on and ready to go in an instance? n

RW: Given the high profile of the problem, are most
broadcasters now taking adequate steps to prepare their
networks against cyber incursions?
Generali: We have definitely seen the broadcast
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Recovery Systems Must
Be Broadcast-Grade

Q
A

Traditional IT cloud backups are insufficient
for the demanding requirements of radio
By keeping a recovery machine not just
off-site, but hosted on a group of cloud
servers, radio stations can be sure that
a catastrophic event will not take their
recovery machine offline too, no matter
how geographically widespread the
outage or attack may be. Cloud-based
servers also introduce operational
efficiencies by allowing easy access to
the backup machine via a web client, as
well as eliminating the need to manage
hardware upkeep for twice as many
devices.

Ken Frommert is president of ENCO.
Radio World: As a manufacturer of critical
systems within radio enterprises, what
do you see as the most important recent
changes in the kinds of threats that stations
face to continuity of their operations?
Ken Frommert: Disasters that threaten
broadcasters’ on-air operations aren’t
limited to natural occurrences such as
weather-related events but also include
power outages, targeted cyber-attacks,
computer viruses, and even equipment
failure. While extreme weather and power outages
are about as prevalent as they always are, equipment
failures become more common as the technology within
a modern radio studio includes many more connected

applications — more links in the chain that can inevitably
break. Additionally, as radio studios become increasingly
connected to the internet through streaming, social
media and accessing online news sources, the risk of
viruses and cyberattacks also increase.

RW: How secure are such cloud-based systems?
Frommert: There are two elements of security that must
be addressed when considering cloud-based recovery
systems. The first is how secure the online system is to
a direct cyber attack or security breach, and the other
is whether a cyber attack on the main computer will
propagate to the cloned machine in the cloud.
With traditional cloud backups common in the IT/
consumer fields, there is not a fundamental difference
between a workstation and a cloned workstation, therefore they are just as susceptible to viruses as the main
device. However, in a broadcast-grade disaster recovery
system, the clone machine can remain on an isolated
network, connected only through secure line directly to
the main device. The information transferred between
these two machines is limited to playlists, library information, audio files and other elements of your automation system, instead of a fully redundant copy of the
hard drive. Therefore, in the case of malicious or corrupted files, the error will not be transferred over to the
clone machine.

RW: What is the role of cloud architectures or cloud backups
in these designs?
Frommert: Cloud architectures are a necessity for a
proper recovery system when the failure is caused by
power outage, building damage or extreme weather.

RW: What should radio managers and engineers know
about these new offerings?
Frommert: While cloud backup software is not a new
concept, it’s important to understand that traditional
IT or consumer cloud backups are not sufficient for

Only a broadcast-grade
solution will keep two
machines playing out in
lockstep, such that an
instant switchover will
be largely unnoticeable
to listeners.
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cases, the ability to still voice track live shows, ingest
new music and news, and update playlists from a web
client is paramount to keeping your audience (and your
advertisers) while you recover your hardware.

the demanding requirements of a broadcast-grade
solution. While just about any cloud backup software
will allow you to clone a drive across a network, only a
broadcast-grade solution will keep two machines playing
out in lockstep, such that an instant switchover will be
largely unnoticeable to listeners. Additionally, the DR
solution should be designed specifically for broadcast
and understand which files are actually necessary for
the show to go on, so it will not copy over potential
corrupted files.

RW: Where are the most vulnerable points in a broadcast
radio and streaming operation?
Frommert: While targeted cyber attacks are a very
real threat and becoming increasingly common, the
majority of virus cases are still a result of honest operator
errors: clicking the wrong link or opening a seemingly
harmless attachment. There are countless reasons to stay
connected to the internet in a radio studio, but as long
as your machines are connected to the outside network,
there will always be a risk of accidental infection.
All stations need to have a DR solution to maintain
business continuity as cyber-attacks become more and
more prevalent. Ransomware attacks are more common than ever and can wreak havoc on digital systems.
Maintaining backups are important but preventing
downtime with a broadcast-grade disaster recovery
solution is crucial. n

RW: What other questions should we be asking on this
topic?
Frommert: An important factor to consider when
choosing a recovery solution is the amount of on-air
and playlist control that is possible through the recovery
machine. Most disasters aren’t over-and-done within
a couple hours, especially in the case of floods or
power surges that destroy equipment. In these cases,
it could take weeks to get back to normal operating
conditions, although it can take far longer — especially
if the station needs to secure funding to do so. In these

Did you miss last month’s
ebook from Radio World
International?
Don’t worry — you can
catch up on past ebooks at
radioworld.com/ebooks.
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IP Security Considerations
for Radio Broadcasters
Is your network adequately prepared to defend against cybersecurity incursions?
Not sure? Read on and discover if your network is adequately protected
By Glenn Davies
The author handles marketing and technical communications for Tieline. This article originally appeared in Radio
World International.
It has never been more important to ensure broadcasters employ vigilant IT cybersecurity protocols in broadcast
plants. If you are connected to the internet, you are at risk.
As unbelievable as it seems, many broadcasters still
have a laissez-faire attitude to IP network security. Why?
Some of the main reasons for this include:
1. A
 n incomplete strategic threat analysis.
2. U
 nderinvestment in adequate security systems
across the network.
3. A
 lack of investment in adequate human resources
and training.

Figure 1: The CIA Triad of Network Security

In the past, the broadcast plant was somewhat protected from external intrusions. Wayne Pecena from
Texas A&M University is a frequent lecturer on IP networking and cybersecurity to the broadcast industry.
“The broadcast technical plant has been relatively
immune from cybersecurity threats as the traditional
baseband signal design was difficult to penetrate from
outside the station,” said Pecena. “Overpowering a traditional STL path required very specific equipment located
at a very specific location.”
Given the integrated nature of broadcast and the IP
world today, this is no longer the case.

2. S taying on-air: If hardware is disabled by security
threats it can take your network off-the-air.
3. C
 omplying with broadcast regulations: Hackers have
previously been able to take control of certain unsecured devices and streamed malicious content.
“Cybersecurity threats and mitigation’s must be
addressed in a proactive manner by the broadcast engineer to allow the broadcast station to take advantage of
the cost savings, features, and services offered by an IP
based IT infrastructure,” said Pecena.
These days it pays to be especially vigilant. Government agencies and the banking sector have often led the
way with cybersecurity and broadcasters must apply the
same level of vigilance.

WHY CYBERSECURITY IS IMPORTANT

All broadcast operations these days are vulnerable to
cyberattacks and some of the more obvious reasons to
implement and maintain network cybersecurity include:

THE LAYERED APPROACH

As studios have transitioned to IP-based environments a strategic approach to cybersecurity is essential.
Broadcasting products are increasingly computer-based
running Linux or Windows and controlled using browsers

1. P
 rotecting a company’s assets: Threats include hackers, computer viruses, Trojan horses, worms, spyware, denial of service (DoS) attacks and more.
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Figure 2: The Segmented Network

It also helps quarantine areas if there is a security
breach in one zone. To achieve this, consider separating
broadcast content and transmissions from financial,
admin and email functions within a broadcast facility.

over a variety of IP networks. Utilizing a firewall on its
own is simply not enough.
A “Layered Approach” to cybersecurity establishes
security on several levels. Wayne Pecena recommends
using the Data Flow aspects of the OSI [Open Systems
Interconnection] model as an implementation guide:

THE GLOBAL PERSPECTIVE

Charlie Gawley, Tieline’s VP Sales APAC/EMEA, has
visited more broadcast plants than most. He has worked
closely with broadcasters in Europe, Asia and Australia,
advising on streaming live audio over the internet with a
variety of IP technologies.
“I have noticed that in the past 10 years many engineers’ attitudes to cybersecurity have moved from
somewhere between ‘blasé and somewhat interested’ to
being ‘highly concerned’ about network intrusions from
nefarious characters,” said Gawley. “There is no doubt
this correlates with the growth in reliance on IP throughout the broadcast plant.”
“As a manufacturer of devices that are very often connected to the open internet, Tieline believes in continual
development of security features to avoid ever-present
and continually evolving threats,” he said. “These days
broadcasters are not only asking more questions about
the security features in our products, they also offer
suggestions and actively engage in developing network

• Layer 1: Physical Access — Restrict physical access to
network infrastructure and control and monitor electronic access.
• Layer 2: Data Link — Control hosts that can connect
to your equipment, e.g. port and MAC Address restrictions. Disable unused ports.
• Layer 3: Network — Network equipment security
features such as Access Control Lists (ACL) e.g. administrator and lower level access, Firewalls, secure connectivity (IPSec) and application security.
• Layer 4: Transport — Implement TLS/SSL security.
This approach helps to ensure the Confidentiality,
Integrity and Availability (CIA) triad of Network Security
Goals is achieved.
SECURITY ZONES

A segmented network architecture adds another layer of
security to your network. Zones with independent security
layers make it much less likely that breaches will occur.

See IP, continued on page 28 ❱
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9000

❱ IP, continued from page 27

cybersecurity strategies before their product is shipped. Forewarned is forearmed as they say.”
BEST PRACTICE

Tim Neese from MultiTech Consulting Inc. is a broadcast systems integrator with clients throughout the U.S. When connecting Tieline codecs to the internet he recommends a range of
security procedures.
“We always recommend clients take full advantage of the builtin security options, have a schedule for password changes, and
make use of a firewall. The ability to implement SSL connections
is a great addition to the built-in feature set and in many cases
removes the need for a VPN connection to securely administrate
the codec. For point-to-point connections, we recommend limiting, via a firewall, the IP addresses that can connect to the codecs.
In all situations, open only the necessary ports, maintain and
review logs of connections and connection attempts, and implement firewall monitoring that generates alarms for excessive traffic on administrative addresses/ports.”
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Figure 3: SSL Certificate Installed in a Tieline IP Codec

Finally, it may seem obvious, but ensure you use secure and
high-quality passwords to reduce the chance of passwords being
compromised across your network. Using a good quality password manager helps to create strong and unique passwords. In
addition, when an employee leaves your organization be sure
to kill off all their passwords and create new ones for any shared
accounts.
WHERE TO FROM HERE?

This is well summed up by Wayne Pecena. “We are all aware
of the advantages offered as the traditional baseband broadcast
plant is transitioned to an Information Technology infrastructure
based upon Internet Protocol transport. What is often not mentioned or even ignored is the downside. As an IT system, cybersecurity can no longer be an afterthought and must be a top of
mind concern for the broadcast engineer.
The broadcast plant is no longer immune to cybersecurity
threats. Cybersecurity concerns will only continue as the traditional rack room environment becomes an IT system, which may
well live in the “cloud” whether on premise or not.”
If you want to ramp up your IP cybersecurity knowledgebase
the NAB has a good program, which offers an introduction to
cybersecurity and the challenges faced in the broadcast station
environment.
For more information see https://www.pathlms.com/courses?category_ids%5B%5D=2109&slug=nab n
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